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VALIDATION REPORT
CASE STUDY #005

Entity Category:

Financial Platform Impersonation — Educational Email Infrastructure

Submission Type:

Fake Financial Rewards and Withdrawal Notification — Two Stage Attack

This session was initiated upon receiving two separate emails claiming to represent a financial platform. Both emails were sent from verified

educational institution email addresses with zero operational connection to the claimed platform. The emails followed a two stage financial

trigger pattern designed to manufacture urgency around a fabricated account balance. Entity names are withheld from public distribution.

VASD Verification System V1.0 applied.

DATE ANALYST SYSTEM VERDICT

MAY 2026 VELURYN AGNECY VASD v1.0 HIGH RISK — FINANCIAL FRAUD
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SECTION 00

OPENING STATEMENT

Two emails arrived. Both claimed to be from the same financial platform. One told the recipient they had earned

rewards. One told the recipient a withdrawal had been authorized. Neither was sent from anywhere near the platform

they claimed to represent.

The first email creates a reason to engage. The second email creates a reason to act urgently. Together they form a two

stage financial trigger — a structure designed to move a person from curiosity to panic within a single inbox session. The

goal is not to deceive slowly. The goal is to compress the decision window so tightly that the recipient acts before they

think.

VASD Layer One identified the infrastructure failure before the content was analyzed. The sending addresses belonged

to a university alumni network in Italy and a charter school student account in the United States. A financial platform

does not send account notifications from student email addresses. That is not a nuanced finding. That is a categorical

impossibility.

"The structure of the attack is not sophisticated. It is efficient. Two emails. Two emotional triggers. One

window of panic where the recipient stops thinking and starts clicking."

— Behavioral pattern, Layer 3 analysis.

EMAIL INFRASTRUCTURE OVERVIEW

THE TWO EMAILS — WHAT WAS SENT AND FROM WHERE

EMAI

L
SUBJECT ACTUAL SENDING ADDRESS INSTITUTION

01
You've Earned This: Founder
Rewards Ready

marco.diodoro001@alumni.unich.it
University of
Chieti-Pescara, Italy

02
Gradient Dashboard Withdrawal
Has Been Authorized

elijah.kruppa@student.riverspringscharter.org
River Springs Charter
School, USA

Both emails were sent to BCC — confirming automated mass distribution. The recipient was not individually targeted.

They were one of an unknown number of recipients receiving the same two stage sequence from compromised or

abused educational institution email accounts.
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SECTION 01

LAYER 1 — SURFACE VERIFICATION FRAMEWORK

Layer One performs infrastructure legitimacy analysis, technical consistency evaluation, and surface level risk

identification. Per VASD Verification System V1.0, Layer One functions as the preliminary intelligence gateway. In this

case, the gateway closed immediately.

SIGNAL FINDING STATUS

Sending Domain — Email 01

marco.diodoro001@alumni.unich.it — University of Chieti-Pescara
alumni network, Italy. No operational connection to the claimed
financial platform. Alumni email accounts are personal credentials
issued to former students. They are not organizational communication
infrastructure.

✕ HIGH RISK

Sending Domain — Email 02

elijah.kruppa@student.riverspringscharter.org — River Springs
Charter School student account, USA. A student email at a K-12
institution. No financial platform operates its account notification
system through school student accounts.

✕ HIGH RISK

BCC Delivery — Both Emails

Both emails were delivered to BCC. The recipient's address was not
in the To field. Legitimate financial account notifications are sent
directly to the registered account holder. BCC delivery confirms mass
automated distribution.

✕ HIGH RISK

Text Verification — Urgency and
Financial Trigger Language

Email 01 states rewards are ready. Email 02 states a withdrawal has
been authorized. Both create financial urgency without any supporting
account verification. Per VASD V1.0 text verification protocols,
urgency language combined with financial trigger framing and
unverifiable claims constitutes a manipulation indicator.

✕ HIGH RISK

Indexed Public Presence
The claimed platform name was cross-referenced against indexed
public records. No verified operational infrastructure connecting the
sending addresses to the claimed platform entity was identified.

✕ HIGH RISK

Domain Age and Infrastructure
Consistency

Educational institution domains are long-standing but operationally
irrelevant to the claimed financial entity. Infrastructure age does not
transfer legitimacy when the domain belongs to an entirely unrelated
organization.

■ FLAGGED

LAYER 01 VERDICT SURFACE VERIFICATION FRAMEWORK

HIGH RISK — Both sending addresses belong to unrelated educational institutions. Infrastructure
failure confirmed at first signal.

Per VASD Verification System V1.0 Layer One classification conditions, a case may be concluded during Layer One

when obvious fraudulent indicators, severe infrastructure inconsistencies, or confirmed impersonation indicators are

present. All three conditions were met. Deeper verification layers were nonetheless completed for full documentation

purposes.
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SECTION 02

LAYER 2 — ENTITY PRESENCE VERIFICATION FRAMEWORK

Layer Two moves beyond technical legitimacy into operational legitimacy analysis. Per VASD V1.0, this layer evaluates

whether the entity genuinely exists, operates consistently with its claims, and demonstrates legitimate operational

behavior across digital and real world environments.

SIGNAL FINDING STATUS

Operational Presence — Claimed
Platform

The platform name referenced in both emails corresponds to a real
entity operating in the technology sector. That entity has a verified
domain, social presence, and operational history. The emails were
not sent from that entity.

✓ CLEAR

Identity Consistency — Sending vs
Claimed

The claimed sender identity and the actual sending infrastructure
share zero operational connection. The platform name is real. The
sending addresses belong to unrelated educational institutions on two
different continents.

✕ HIGH RISK

Payment Structure Evaluation

Email 02 claims a withdrawal has been authorized without any prior
account setup, verification, or transaction history with the recipient.
Unauthorized withdrawal notifications are a documented financial
scam trigger designed to force reactive behavior.

✕ HIGH RISK

Cross Platform Verification
No operational presence connecting the sending addresses to the
claimed platform was identified across any public platform, registry, or
directory.

✕ HIGH RISK

Review and Reputation Analysis

The abuse of educational institution email infrastructure to conduct
financial impersonation campaigns is a documented internet fraud
pattern. These accounts are selected because institutional domains
pass basic spam filters while appearing superficially credible.

✕ HIGH RISK

Real World Presence Assessment
The claimed platform has real world presence. The entities sending
these emails do not represent that platform in any verified operational
capacity.

✕ HIGH RISK

LAYER 02 VERDICT ENTITY PRESENCE VERIFICATION FRAMEWORK

HIGH RISK — Real platform confirmed. Sending infrastructure confirmed as compromised or abused
educational accounts with no connection to claimed entity.
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SECTION 03

LAYER 3 — DEEP TRUST INTELLIGENCE FRAMEWORK

Layer Three establishes a complete trust intelligence profile. Per VASD V1.0, this layer evaluates how the entity

operates, why it operates in certain patterns, and whether operational behavior remains consistent over time. In this

case, Layer Three examined the behavioral architecture of the two stage attack.

SIGNAL FINDING STATUS

Behavioral Intelligence — Two
Stage Financial Trigger

Email 01 announces earned rewards. Email 02 announces an
authorized withdrawal. This sequence is a documented behavioral
manipulation pattern. Stage one creates positive anticipation. Stage
two creates financial panic. The compressed timeline between both
emails is designed to prevent rational evaluation.

✕ HIGH RISK

Communication Psychology —
BCC Mass Distribution

Both emails were sent to BCC across an unknown recipient pool. The
content is personalized enough to feel individual but delivered at
mass scale. This combination is the operational signature of
automated financial phishing campaigns.

✕ HIGH RISK

Infrastructure and Technical
Intelligence

The use of educational institution email addresses is a deliberate
infrastructure choice. Institutional domains bypass basic spam
detection systems that flag free email providers. The accounts used
were either compromised through credential theft or intentionally
created under false student or alumni identity registrations.

✕ HIGH RISK

Advanced Scam Pattern — Fake
Financial Account Lifecycle

This operation follows the fake financial account lifecycle pattern. The
recipient is told they have an account with value. They are told that
value is about to move without their authorization. The only action
available to them appears to be clicking a link to intervene. That link is
the objective of the entire operation.

✕ HIGH RISK

Relationship Graph — Network
Association

The use of two separate institutional accounts from two different
countries within the same campaign suggests either coordinated
account compromise across multiple institutions or a distributed
attack network with access to educational infrastructure across
jurisdictions.

✕ HIGH RISK

Trust Classification Principle

Per VASD V1.0, trust classifications are probabilistic assessments
across multiple intelligence dimensions. This entity demonstrates
zero trust indicators across all three layers. No dimension of this
operation is consistent with legitimate financial platform
communication.

✕ HIGH RISK

LAYER 03 VERDICT DEEP TRUST INTELLIGENCE FRAMEWORK

HIGH RISK — Two stage financial manipulation confirmed. Infrastructure compromise across two
jurisdictions. Zero legitimate trust indicators across all dimensions.
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SECTION 04

FINAL JUDGMENT

VERDICT: HIGH RISK — FINANCIAL FRAUD

These emails do not represent the platform they claim to be from.

They were sent from a university alumni account in Italy and a charter school student account in the United States. Both

accounts are entirely unrelated to the claimed financial platform. Both emails were delivered to BCC, confirming automated

mass distribution.

The two email sequence follows a documented behavioral manipulation pattern. The first email creates anticipation around

fabricated account rewards. The second email creates panic around an unauthorized withdrawal. The compressed delivery

timeline is designed to close the window for rational thought and push the recipient toward clicking a link they should not click.

There is no account. There are no rewards. There is no withdrawal. There is only the link — and whatever that link is designed

to deliver.

RECOMMENDATION: Do not click any link in either email. Do not log into any platform through a link received in an unsolicited

email. If you hold a genuine account with the real platform, access it directly through the official domain. Report both emails to

your email provider and to the institutions whose infrastructure was used to send them.

LAYER SUMMARY

LAYER NAME FLAGS RESULT

01 Surface Verification Framework 6 HIGH RISK

02 Entity Presence Verification Framework 5 HIGH RISK

03 Deep Trust Intelligence Framework 6 HIGH RISK

FINAL Combined Judgment 17
HIGH RISK — FINANCIAL

FRAUD
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VASD FRAMEWORK NOTE

This case study was produced under VASD Verification System V1.0 — Complete Multi-Layer Verification Framework developed by VELURYN

AGNECY. Layer One surface verification, Layer Two entity presence verification, and Layer Three deep trust intelligence analysis were applied in full. All

outcomes are probabilistic analytical assessments and do not constitute legal accusations, criminal determinations, or regulatory findings. For inquiries:

vivin.b@velurynagnecy.com — velurynagnecy.com


